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                                                           U tube chniiea Digitna worad VU

MCQ No 1: --------    Techiique / Soautoi cni be used to ninayze nid baock iibouid emnia ntnchmeits 

with mnaicious behniior.

A. Eiterprise nitiirus

B. Snidboxiig

C. Siem soautoi  

D. Fim soautoi

MCQ No2: OWASP sofwnre nssurnice mnturity modea (SAMM) uidertnkes sofwnre security testig 

nid inaidntoi duriig …………

A. Goierinice nid depaoymeit 

B. Goierinice nid ierifcntoi

C. Verifcntoi depaoymeit

D. Coistructoi nid Goierinice

MCQ No 3: Crentig nwnreiess reantig to poaicy nid ISMS  naa uider ------------ Canuse.

A. Support 

B. Operntoi

C. Per ormnice  einauntoi

D. Lendership

MCQ No 4: Assigiiig resources, nssigimeit ruaes nid commuiicntig roaes  naa uider--------- canuse. 

A. Support 

B. Lendership

C. Per ormnice  einauntoi

D. Operntoi

MCQ No 5: The objectie o  COBIT is to heap orgniizntoi --------------------.

A. Crente optcna inaues  rom it by bnaniciig beiefts with risk

B. Impaemeit n stroig goierinice o  it
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C. Mninge it efectieay whiae eisuriig busiiess coitiuity

D. Crente n siigae pnge it dnshbonrd 

MCQ No 6: Ii security trnis ormntoi modea owiership o  inaidntoi o  coitroas aies with

A. IT operntoi tenm

B. Busiiess tenm

C. Ii o security or coisuatnit

D. IT heap desk tenm

MCQ No 7: where shouad source code be kept ns best prnctcee 

A. Access coitroa system

B. Chnige coitroa system

C. Versioi coitroa system

D. Source coitroa system 

MCQ No 8: As per ISO27001 Operntig procedure shouad be

A. Coifdeitna

B. Verbnaay commuiicnted 

C. Decided oi ndhoc bnsis 

D. Documeited nid ninianbae to who ieed them

MCQ No 9: It seems to coiductig n success ua security trnis ormntoi project is more chnaaeigiig ii ne  

A. Lnrge size orgniizntoi

B. Medium size orgniizntoi

C. Smnaa sized orgniizntoi

D. Eiiiroimeit where muatpae sites nre preseit

MCQ No 10: Stnge 2 o  security trnis ormntoi re ers to 

A. Security Goierinice 

B. Security eigiieeriig

C. Security hnrdeiiig
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D. Vuaiernbiaity mningemeit

MCQ No 11: ---------shouad be used to eisure thnt critcna system faes hnie iot beei natered.

A. CIS cnt pro

B. Qunays iuaiernbiaity scniier 

C. Security ii ormntoi nid eieit moiitoriig tooas 

D. Fiae iitegrity moiitoriig tooa

MCQ No 12: Ai nutheitc ii ormntoi hend nawnys -----------

A. Tnke credit o  eiery thiig

B. Neier ndmits mistnkes nid  niaure

C. Giie credit where it is due 

D. Very strict nid discipaiied 

MCQ No 13: Network per ormnice degrndntoi cni be  nced ii ----------- step o  VM cycae.

A. Prepnriig the scniier

B. Ainayziig the nsset 

C. Ruiiiig the scniier 

D. Appayiig the pntches

MCQ No 14: ----------- cntegory iuaiernbiaites hnie the highest seierity ii Qunays scni.

A. Leiea 2     ( Not sure )

B. Leiea 3

C. Leiea 4

D. Leiea 5

MCQ No15: ISO31000 guideaiies nre ceitered oi-----------e

A. Orgniizntoi coitext

B. Lendership nid commitmeit 

C. Paniiiig

D. operntoi 

MCQ No 16: -------------panys ni iistrumeitna roae ii success o  security trnis ormntoi progrnm.

A. IT tenm aend by CIO

B. Busiiess tenm

C. Iiterina tenm



                     CS 205 Objectie  or fina term 2023. M.Qnsim Aai

       For niy heap coitnct 03337435091. Qnsimnai106376@gmnia.com

D. Highest mningemeit

MCQ No17: --------shouad be depaoyed to aimit nid coitroa thnt which deiices cni be coiiected to the 

ietworke

A. 802.1x

B. 802.11g

C. 802.11b

D. 802.11i

MCQ No 18: naa ietwork trnfc to or  rom iiteriet must pnss through ---------- to fater uinutheitcnted 

coiiectois.

A. Appaicntoi anyeriig proxy

B. Sessioi anyer fateriig proxy

C. Network anyer fateriig proxy

D. System anyer fateriig proxy

MCQ No 19: ii which phnse o  Security nssessmeit, nssessmeit method bnsed oi report  ormnt nre 

decided

A. Report fidiig 

B. Buiad pani, scope nid objecties

C. Assigi roae

D. Coiduct nssessmeit

MCQ No 20: Automnted tooa shouad be used to ieri y nid compnre the ietwork deiice coifgurntoi 

with ---------------------

A. Approied security coifgurntoi 

B. Recommeided security coifgurntoi by ieidor

C. Lntest security coifgurntoi reaensed by ieidor

D. De nuat security coifgurntoi reaensed by ieidor

MCQ No 21: Uider security trnis ormntoi modea which tenm is respoisibae  or inaidntoi o  coitroa e 

A. Busiiess tenm

B. Ii o security tenm or coisuatnit

C. IT operntoi tenm

D. IT heap desk tenm 
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MCQ No 22: The computer security resources ceiter (CSRC) website guides user to ------- resourcese

A. CIS resources oi computer , cyber, ii ormntoi security nid priincy 

B. SANS resources oi computer, cyber, ii ormntoi security nid priincy

C. NITS resources oi computer , cyber, ii ormntoi security nid priincy 

D. PCI resources oi computer , cyber, ii ormntoi security nid priincy 

MCQ No 23: Compaex pnssword shouad be ei orced to suriiie ------------e 

A. Dictoinry ntnck

B. Iijectoi ntnck

C. DOS ntnck

D. Phishiig ntnck

MCQ No 24: -------------- nctiites nre cnrried out ii phnse 1 (Piaot phnse) o  ii ormntoi security 

trnis ormntoi progrnme 

A. Per orm hnrdeiiig o  Key IT nsset ii Test eiiiroimeit

B. Uiderstnid origiintoi nid its security issues

C. Deieaop ISMC

D. Ideit y nssets  or inrious phnses

MCQ No 25: Cnididiess qunaity o  ii ormntoi security hend menis thnt he-----e

A. Promote per ormnice nid merit

B. Eicournge-soao fight o  tenm member

C. Hoiesty nid strnight tnak 

D. Adjust panyers ii right positoi

MCQ No 26: --------------protocoa used  or Assigiiig nddress dyinmicnaaye 

A. DCP

B. HTTP

C. DHCP

D. IP
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MCQ No 27: -------Tenm hns primnry owiership o  iuaiernbiaity mningemeit processe

A. Ii ormntoi security tenm.

B. IT operntoi tenm

C. Busiiess tenm

D. Risk nid compainice tenm

MCQ No 28: --------Ruaes nre meitoied reante to C++ security hnrdeiiige

A. Seiei

B. Eight 

C. Niie

D. Tei

MCQ No 29: ------ is gona   per ormiig nudit

A. Testig Security thnt is Assumed to be secure

B. Techiicna nssessmeit desigi to nchieie specifc gonas

C. To fx ns mniy thiigs nre possibae nid efcieitay ns possibae

D. Focuses oi how oi existig coifgurntoi compnre to stnidnrd

MCQ No 30. Uider security trnis ormntoi modea which tenm is respoisibae  or impaemeitig coitroase

A. It operntoi tenm

B. Security coisuatnit

C. Risk compainice tenm

D. Busiiess tenm 

MCQ No 31: Ii ----------nssessmeit tester hns  uaa nccess to naa iiterina ii ormntoi nbout the tnrgete

A. White box nssessmeit

B. Grey box nssessmeit

C. Banck box nssessmeit

D. Risk nssessmeit

MCQ No 32: -------- nssessmeit is desigied to determiie whether ni ntncker cni nchieie specifc gonas 

whei  nciig your curreit security posturee 

A. Thrent nssessmeit

B. Bug bouity huitig

C. Peietrntoi testig
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D. Red tenm exercise

MCQ No 33:--------- nre the key beiefts o  security trnis ormntoi project impaemeitntoi to ni 

orgniizntoie 

A. IT tenm get experieice nid nwnre o  security 

B. Preieitoi o  ntnck

C. IT tenm gets iiceities

D. Mningemeit becomes nwnre o  IT tenm cnpnbiaity

MCQ No 34: --------- nctoi is recommeided  or orgniizntoi hniiig iery good security posture nid hnie 

n score higher thni 85% e

A. Go  or risk nssessmeit 

B. Third pnrty security reiiew 

C. Go  or ISO27001 certfcntoi

D. Ii ormntoi security trnis ormntoi progrnm

MCQ No 35: Versioi o  security reanted updntes shouad be nppaied oi ietwork deiicese 

A. Lntest 

B. De nuat

C. Lntest nid stnbae

D. Oadest

MCQ No 36: Most o  the probaem nssocinted with week security posture nre due to --------e

A. Lnck o  nwnreiess 

B. Lnck o   uids

C. Lnck o  experieice

D. Lnck o  commitmeit

MCQ No 37: The ii ormntoi security poaicy ieed to be ------------e 

A. Reiiew oice ii three yenr 

B. Updnte oice ii fie yenr

C. Locked ii drnwer nid kept coifdeitna 

D. Reguanray reiiewed nid npproied  or the chniges 
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MCQ No 38: Ii cnse o  finicina sector ------------- reguantois ieed to be reiiewed nid uiderstood to 

rnise mningemeit support  or security trnis ormntoi e

A. SBP

B. PTA

C. PEMRA

D. PEPRA

MCQ No 39: Iiieitory o  nuthorized nid uinuthorized sofwnre coitroa require mnkiig n aist o  ------e

A. Authorized nccess nid iersioi

B. Authorized operntig system nid iersioi 

C. Authorized sofwnre nid iersioi

D. Uinuthorized sofwnre nid iersioi

MCQ No 40: Which priicipae shouad be used whei setig up n user ii dntn bnsee

A. Priicipae o  iormna user

B. Priicipae o  ndmiiistrntie user

C. Priicipae o  aenst priiiaege

D. Priicipae o  highest priiiaege

                            Prepnred by M. Qnsim Aai. 03337435091

                                           Qnsim.tnhir@sigpa.com.pk

    CS 205 past papers fies and Important Questons for Finai exams spring 2023

                                    Made by Muhammad Qasim Aii

         For any query contact 03337435091.  Qasimaii106376@gmaii.com

Risk rntig is nssigi to iu or the bnsis o  two criterin. You require just poiit out crietwrne
( Senrch this oi owi bnsis  rom chnt gpt)

Q No  01: very important. Security Breach in 2014 

mailto:Qasim.tahir@sngpl.com.pk
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How much card piayed: • 56 miaaioi pnymeit cnrds compromised

How much peopie efectedd Afected 78.8 miaaioi iidiiidunas

Which kind of vuinerabiiity expioited: Thei they expaoited n zero-dny iuaiernbiaity ii Wiidows Or 

Expaoitnbae iuaiernbiaites were  ouid ii nithem ietwork

How much maii used : The mnawnre wns naso nbae to cnpture 53 miaaioi emnia nddresses.

• 56 miaaioi pnymeit cnrds compromised • 

Enray September 2014

 • Sequeice o  eieits: − The ntnckers were nbae to gnii nccess to oie o  Home Depot’s ieidor 

eiiiroimeits by usiig n third-pnrty ieidor’s aogoi credeitnas 

− Thei they expaoited n zero-dny iuaiernbiaity ii Wiidows, which naaowed them to piiot  rom the 

ieidor-specifc eiiiroimeit to the Home Depot corpornte eiiiroimeit. 

− Oice they were ii the Home Depot ietwork, they were nbae iistnaa memory scrnpiig mnawnre oi oier 

7,500 sea -checkout POS termiinas (Smith, 2014).

 − This mnawnre wns nbae to grnb 56 miaaioi credit nid debit cnrds. The mnawnre wns naso nbae to cnpture

53 miaaioi emnia nddresses (Wiiter, 2014). 

Q No 02: Steps in Security engineering: (Repeated )

– Assess risk profae

 – Resenrch security soautois

 – Desigi security nrchitecture 

– Impaemeit security coitroas & soautois

 – Test nid inaidnte security posture

Q No 03:  Security transformaton prooect:
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• Security trnis ormntoi project tme aiie:

 – Project iiitntoi: 2 Mths

 – Lnyer 1: security hnrdeiiig o  IT nssets (6 Mths) –

 Lnyer 2: VM (1 Mth) 

– Lnyer 3: security eigiieeriig (1 Mth)

 – Lnyer 4: Goierinice & ISO cert.(3 Mths)

 Q no 04  :   Software Assurance Maturity Modei (SAMM) oovernance Phase: (Repeated in exams )

• OWASP Sofwnre Assurnice Mnturity Modea (SAMM) Goierinice Phnse:

 – Strntegy & Metrics 

– Educntoi & Guidnice

 – Poaicy & Compainice

• Strategy & Metrics: – Focused oi estnbaishiig the  rnmework withii ni orgniizntoi  or n sofwnre 

security nssurnice progrnm. – 

• Educaton & ouidance: – Focused oi nrmiig persoiiea iiioaied ii the sofwnre ai ecycae with 

kiowaedge nid resources to desigi, 

• Poiicy & Compiiance: – Focused oi uiderstnidiig nid meetig exterina aegna nid reguantory 

requiremeits whiae naso driiiig iiterina security stnidnrds to eisure compainice ii n wny thnt’s naigied 

with the busiiess purpose o  the org. 

Q no 5:  IT Security functons

− Network security

 − Systems security

 − Appaicntoi & dntnbnse security

 − Mobiae security

Q No 6: Topic No 145: WHAT IS SECURITY ENoINEERINo?
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• Security Eigiieeriig is the third anyer o  the Security Trnis ormntoi Modea 

• Coisists o  more ii-depth nid compaicnted security nctiites which tnke more tme nid efort

 • Mniy tmes reanted to security nrchitecture 

• Types of actvites for security engineering: 

• FW grniuanr nccess aists 

• Buiadiig ni efectie DMZ nrchitecture 

• Segregntig the ietwork with VLANs 

• Addiig n security tooa such ns SIEM, FW, DLP, NAC, etc 

• App-DB eicryptoi 

Q no 7: Topic No 146: WHAT IS THE OBJECTIVE OF SECURITY ENoINEERINo? (   MOSTLY)  

• Security nrchitecture ns per best-prnctces

 • The right security deiices ii the right pances 

• Efectie security coifgurntoi o  security deiices ( entures)

 • Optmum operntoi o  security deiices 

• Aggregnte coitroas

 Exampies:

 • FW frst nid thei IPS 

• Edge FW, dntn ceiter FW

 • Mnawnre protectoi nt the ietwork edge

Q no 8: What is a patch? 

What are generai steps for patch managemente ( yeh steps mostay nte hnii exnms mnii)
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Step1: Estnbaish bnseaiie IT nssets iiieitory

Step 2: Gnther sofwnre pntch nid iuaiernbiaity ii ormntoi

Step3: ideit y iuaiernbiaity reaeinicy nid fater to nssigi to eid poiit

Step 4: reiiew npproie nid mitgnte pntch mningemeit

− “A pntch is n piece o  sofwnre desigied to updnte n computer progrnm or its supportig dntn, to fx or

improie it. This iicaudes fxiig security iuaiernbiaites nid other bugs” 

 What is patch management? 

− Pntch mningemeit is ni nren o  systems mningemeit thnt iiioaies ncquiriig, testig, nid iistnaaiig 

muatpae pntches (code chniges) to ni ndmiiistered computer system. 

 Patch management tasks : − Mniitniiiig curreit kiowaedge o  ninianbae pntches, decidiig 

whnt pntches nre npproprinte  or pnrtcuanr systems, eisuriig thnt pntches nre iistnaaed properay, testig

systems nfer iistnaantoi, nid documeitig naa nssocinted procedures, such ns specifc coifgs required. 

 Risk of not patching: − By iot nppayiig n pntch you might be aeniiig the door opei  or n 

mnawnre ntnck 

− Mnawnre expaoits fnws ii n system ii order to do its work. Ii ndditoi, the tme rnme betweei ni 

expaoit nid whei n pntch is reaensed is getig shorter 

Q No: 09: Topic No 283: Key Leadership Quaiites Of InfoSec (Head IMP Repeatng)

• Lets exnmiie the key aendership qunaites o  the Ii ormntoi Security Hend or the key resource driiiig 

the Security Trnis ormntoi Progrnm 

• Autheitcity 

• Cnididiess

 • Fniriess &  nir pany

 • Tenm eiiiroimeit 

• Recogiiziig tnaeit nid hnrd work 
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• Ceaebrntig success! 

Q no 10: Roies & responsibiiites in security governance.

• Roaes & respoisibiaites: 

– Is right persoi workiig nt the right pancee

 – Do key peopae tnsked with security goierinice & documeitntoi hns the right skiaas nid experieice to

buiad documeitntoie

 – Are stnfs nwnre o  their respoisibiaites reanted to security goierinice documeitntoi …poaicies, 

SOPs, checkaists, etce 

– Is documeitntoi nid process nppronch pnrt o  stnf  Ds & npprnisnae

Q No 11: Four-iayer security transformaton modei or Four piiiars of security transformaton 

modei

• Four-anyer security trnis ormntoi modea proiides the correct sequeice nid  ocus ii order to nddress 

orgniizntoina security gnps 

1. Security Hnrdeiiig; Security coitroas oi IT nssets & process

 2. Vuaiernbiaity Mningemeit; pntchiig 

3. Security Eigiieeriig; More compaex security desigi & soautois

4. Security Goierinice; Mningiig the ii ormntoi security progrnm

Q No 12: Info security oovernance initai Biock. 

Initai

 Poaicy

 Respoisibiaity

 Recourse nid priority

 Periodic reiiew
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Intermediate

 Chnige mningemeit 

 SOP,s

 Awnreiess

 Moiitoriig
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Mature

 Risk mningemeit

 Iiterina nudit

 Iicideit mningemeit
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Q No: 13:   Info security governance initai biock detaii.

Q No 14: Topic No 198: How To Buiid Efectve InfoSec oovernance? (Imp Repeated)

• Key success  nctors:   (see also minor detail of all these 06 points)

– Lendership 
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– Strntegy

 – Structure

 – Reportig

 – Project mningemeit

 – Cuature

 Q NO 15 : Pen test and Red team Exercise  ( aook n miior reiiew oi these steps)

: Estabiish a Penetraton Testng Program 

• Estnbaish n progrnm  or peietrntoi tests thnt iicaudes n  uaa scope o  baeided ntncks, such ns 

wireaess, caieit-bnsed, nid web nppaicntoi ntncks.

 20.2: Conduct Reguiar Externai and Internai Penetraton Tests 

• Coiduct reguanr exterina nid iiterina peietrntoi tests to ideit y iuaiernbiaites nid ntnck iectors 

thnt cni be used to expaoit eiterprise systems success uaay. 

20.3: Perform Periodic Red Team Exercises 
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• Per orm periodic Red Tenm exercises to test orgniizntoina rendiiess to ideit y nid stop ntncks or to 

respoid quickay nid efectieay. 

. 20.7: Ensure Resuits from Penetraton Test are Documented Using Open, Machine readabie 

Standards 

• Whereier possibae, eisure thnt Red Tenms resuats nre documeited usiig opei, mnchiie rendnbae 

stnidnrds (e.g., SCAP). Deiise n scoriig method  or determiiiig the resuats o  Red Tenm exercises so 

thnt resuats cni be compnred oier tme. 

Q No 16: Most Important: (read and keep in mind about steps  Basic Foundatonai and 

organizatonai)

Q NO 17: Monitor and Detect Any Unauthorized Use of Encrypton
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 • Moiitor naa trnfc thnt is eicrypted with protocoas such ns SSL or TLS aeniiig the orgniizntoi nid 

detect niy uinuthorized use o  eicryptoi.

Q No 18: Topic No 262: What is Security Vaiidaton? 

• Whnt does security inaidntoi menie 

– To coifrm iin wnak-through o  system or deiice thnt the security coitroas impaemeited by ni IT tenm 

hnie nctunaay beei impaemeited correctay 

• Who impaemeits the security coitroase

 – Uider the Security Trnis ormntoi Modea, security coitroas nre impaemeited by the IT tenms

• Who coiducts security inaidntoie 

– Security controis are vaiidated by the Informaton Security team or by a third party consuitant 

foiiowing the principie of segregaton of duty 

• Why do we ieed to inaidnte security coitroase

 – To check the compaeteiess o  the coitroas 

– To check the correctiess o  the coitroas

 – As ni oiernaa nssurnice

Q No 19: Topic No 268: Software Security Testing & Validation–1 ( imp )

• The OWASP Sofwnre Assurnice Mnturity Modea (SAMM) uidertnkes sofwnre security testig & 

inaidntoi duriig the  oaaowiig phnses:

 – Verifcntoi

 – Depaoymeit 

• OWASP Sofwnre Assurnice Mnturity Modea (SAMM) Verifcntoi Phnse: 

– Desigi Reiiew

 – Code Reiiew

 – Security Testig
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Q Bo 20: Topic No 270: Embedding Info Sec In to Prooect Management ( IMP)

• PMIs fie phnses o  project mningemeit:
– Iiitnte
– Pani
– Executig
– Coitroaaiig
– Caosiig  ( Aaso see these steps miior aook  or detnia).

Q No 21: topic 235 RISK MANAoEMENT – FRAMEWORK

– RISK MANAGEMENT – FRAMEWORK 

• The priicipaes o  risk mningemeit nid the  rnmework nre caoseay reanted. 

• For exnmpae, oie o  the priicipaes is thnt risk mningemeit shouad be iitegrnted nid oie o  the 

compoieits o  the  rnmework is integraton. 

• The priicipae outaiies whnt must be nchieied, nid the  rnmework proiides ii ormntoi oi how to 

nchieie the required integraton. 

• The ISO 31000 guideaiies nre ceitered oi aendership nid commitmeit.

• The remniiiig compoieits o  the  rnmework nre design, impiementaton, evaiuaton nid 

improvement. This nppronch is ofei represeited ii mningemeit aiternture ns panido-check-nct. 



                     CS 205 Objectie  or fina term 2023. M.Qnsim Aai

       For niy heap coitnct 03337435091. Qnsimnai106376@gmnia.com

• This is ofei re erred to ns the risk architecture, strategy and protocois of the organizaton,

  

Q No 22: Topic No 237: ISO31000:2018 – RISK MANAoEMENT – HOW TO IMPLEMENT

A Risk Prncttoiers Guide To ISO31000:2018 Success ua impaemeitntoi o  n risk mningemeit iiitntie 

is ni oigoiig process thnt iiioaies workiig through 10 nctiites beaow oi n coitiuous bnsis. These 

nctiites reante to: 

(1) Pani; 

(2) Impaemeit; 

(3) Mensure; nid 

(4) Lenri. 

Q No 23: Topic No 234: ISO31000:2018 – RISK MANAGEMENT – 8 PRINCIPLES

PRINCIPLES:
1. Frnmework nid processes shouad be customized nid proportointe.
2. Approprinte nid tmeay iiioaiemeit o  stnkehoaders is iecessnry.
3. Structured nid compreheisiie nppronch is required.
4. Risk mningemeit is ni iitegrna pnrt o  naa orgniizntoina nctiites.
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5. Risk mningemeit nitcipntes, detects, nckiowaedges nid respoids to chniges.
6. Risk mningemeit expaicitay coisiders niy aimitntois o  ninianbae ii ormntoi.
7. Humni nid cuaturna  nctors iifueice naa nspects o  risk mningemeit.
8. Risk mningemeit is coitiunaay improied through aenriiig nid experieice.
 The frst fie priicipaes proiide guidnice oi how n risk mningemeit iiitntie shouad be
desigied, nid priicipaes six, seiei nid eight reante to the operntoi o  the risk

mningemeit iiitntie. 

 Risk mningemeit Frnme work 05 compoieit: 

1. Iitegrntoi, 2 desigis, 3 Impaemeitntoi, 4. Einauntoi , 5 Improiemeit

Q No 24: What is an internai security assessment? ( Q yeh nye gn whnt is iiterina nssessmeit, 

meitoi niy oie rensoi defiitoi k bnd ieche se koi se kuch steps bntn dein) 

DEFINATION: Ai efort to nssess the security posture, risks, or iuaiernbiaites  or niy project, seriice, 

nppaicntoi, or deiice 

• When is an internai security assessment requirede

 – Lnuich o  n iew IT project or seriice 

– Whei ni iicideit hns occurred 

– Oi chnige o  aendership 

– Reguantory or compainice requiremeits.

Q  No25:  What is the purpose of efectve toii scanninge ( ni senrch  rom googae) 

To per orm exterina nid iiterina recoiinissnice o  ninianbae ii rnstructure compoieit, ietwork 

scniiiig tooa cni be used. A ietwork scniiiig tooa nims to ideit y nctie hosts oi n ietwork, either to 

ntnck them, or to nssess iuaiernbiaity ii the ietwork.

Q No 26: Which steps are inciude in ensuring INFOSEC ASPECTS OF BUSINESS CONTINUITY 

MNoMT

INFORMATION SECURITY INCIDENT MANAGEMENT
A.16.1 MNGMT OF INFOSEC INCIDENTS & IMPROVEMENTS
A.16.1.1 RESPONSIBILITIES & PROCEDURES
A.16.1.2 REPORTING INFOSEC SECURITY EVENTS
A.16.1.3 REPORTING INFOSEC WEAKNESSES
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A.16.1.4 ASSESSMENT OF & DECISION ON INFOSEC EVENTS
A.16.1.5 RESPONSE TO INFOSEC INCIDENTS
A.16.1.6. LEARNING FROM INFOSEC INCIDENTS
A.16.1.7 COLLECTION OF EVIDENCE

Q No 27: Types of Network redundancy ( ieri y this naso)

AVAILABILITY OF INFORMATION PROCESSING FACILITIES

Ii ormntoi processiig  nciaites shnaa be impaemeited with reduidnicy sufcieit to meet ninianbiaity 

requiremeits.

Difereit types o  ietwork reduidnicy iicaude ( This oie Ais iot sure )

 Muatpae spniiiig trees

 Riig ietwork

 Diierse truikiig

 Muat protocoa anbe

Q No 28: What are fve steps in business contnuity pian management. ( paense ier y this )

Fiie phnses o  deieaopmeit nid mniitniiiig busiiess coitiuity pani 

Phnse1: Access your risk (inturna disnster, cyber ntnck, rnisom wnre, dntn corruptoi,)

Phnse 2: Busiiess impnct ninaysis

Phnse 3: Ideit y critcna nssects

Phnse 4: Bnck up your dntn

Phnse 5: Pani  or recoiery. 6. Test your pani 

IMPORTANT TOPIC     ↓↓

Q No 29: Topic no 118: What Are The Steps In VM Lifecycle?
VM Steps:
1. Analyze assets
2. Prepare scanner
3. Run vulnerability scan
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4. Assess results
5. Patch systems
6. Verify (re-scan)

Q No 30:What are some of the common vulnerability scanners?
− OpenVAS
− Nessus
− Qualys
− Rapid7

Free tool offered.

Browser check

SSL

Zero-day exploit:
– A zero day vulnerability refers to a hole in software that is unknown to the vendor. This 
security
hole is then exploited by hackers before the vendor becomes aware and hurries to fix it
this exploit is called a zero day attack.

Q No 31: Topic no 127: Who Conducts Vulnerability Management
• A
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Q No 32: Topic no 129: Qualys Features
• Qualys:
– Cloud-based service
– On-premise device
– Complete suite
– Scalable and immediate deployment
– Asset discovery; find and organize hosts
– Prioritize & manage remediation tickets
– Continuous monitoring service
– Policy compliance scanning
– Qualys Secure Seal for websites

Q No 33: Topic no 136: How Do VM Scanners Work?
• Lets take a look at Qualys scanning technique:
• Qualys Guard scanning methodology mainly focuses on the different steps that an attacker 
might follow
in order to perform an attack.
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• It tries to use exactly the same discovery and information gathering techniques that will be 
used by an
attacker.

− Checking if the remote host is alive
− The first step is to check if the host to be scanned is up and running in order to
avoid wasting time on scanning a dead or unreachable host
− Firewall detection
− The second test is to check if the host is behind any firewalling/filtering device.
This test enables the scanner to gather more information about the network
Infrastructure and will help during the scan of TCP and UDP ports.
− TCP / UDP Port scanning
− The third step is to detect all open TCP and UDP ports to determine which 
services
Are running on this host. The number of ports is configurable, but the default scans
Is approximately 1900 TCP ports and 180 UDP ports.

Q No 34: Topic no 141: VM Challenges & Pitfalls
Challenges:
– Internal expertise on VM tool
– Not enough support from IT teams
– Vulnerability patching causing application failure
– Management support

Q No 35: Topic no 142: IT Asset Management Challenges
• The typical enterprise has hundreds or thousands of IT assets with a fast-paced business 
environment
• Tough challenge to keep all IT assets tracked and updated with all the right software patches 
and
updates

• Challenges:
– Asset discovery & tracking
– Antivirus status
– Windows & OS updates
– Patch management
– Change management

Q No 36: Types of activities for security engineering: Very imp
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• FW granular access lists
• Building an effective DMZ architecture
• Segregating the network with VLANs
• Adding a security tool such as SIEM, FW, DLP, NAC, etc
• App-DB encryption

Why is security governance at stage 4?
– First build a building and then manage it
– First 2 stages build up the essential foundation
– 3rd stage implements advanced security measures
– Then (4th stage) it is time to manage

Q no 38: Pakistan’s InfoSec paradigm
– Governance overkill
– Reactive
– Superficial
– Complete absence of underlying security controls

Q NO 39: Topic No 198: How To Build Effective InfoSec Governance?
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Q No 40: Topic No 202: Role Of CISO In Driving Infosec Program

Q No 41: Topic No 203: Key Inhibitors For Security Program Failure

Q No 42: Topic No 207: Security Documentation: Standards

Policies:
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Policies are formal statements produced and supported by senior 
management. They can
be organization-wide, issue-specific or system specific. Your organization’s 
policies should
reflect your objectives for your information security program.

Standards
Standards are mandatory actions or rules that give formal policies 
support
and direction. One of the more difficult parts of writing standards for an
information security program is getting a company-wide consensus on 
what
standards need to be in place.

Compulsory and must be enforced to be effective. (This also applies to
policies!)

Procedures
Procedures are detailed step by step instructions to achieve a given goal or 
mandate. They are
typically intended for internal departments and should adhere to strict change 
control processes.

Guidelines
Guidelines are recommendations to users when specific standards do not apply. 
Guidelines are
designed to streamline certain processes according to what the best practices are.
Guidelines, by nature, should be open to interpretation and do not need to be 
followed to the letter.

Q No 43: Topic No 211: ISMS: Leading InfoSec Governance 
Framework
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Q No 44: What is ISO27002:2013?
– Information technology -- Security techniques -- Code of practice for 
information
security controls
– Renamed from ISO 17799

• PCI Data Security Standard (DSS):
– Designed to ensure that ALL companies that accept, process, store or transmit
– Managed by Security Standards Council
– SSC is an independent body that was created by the major payment card brands
(Visa, MasterCard, American Express, Discover and JCB
– 6 Broad goals and 12 requirements
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Topic No 231: COBIT
– ISACA framework for IT Governance
– COBIT 5 helps enterprises to create optimal value from IT by maintaining a
balance between realising benefits and optimising risk levels and resource use
(ISACA)
•• COBIT 5 brings together five principles that allow the enterprise to build an 
effective
governance and management framework (ISACA)
• Based on a holistic set of seven enablers that optimises IT investment and use 
for the
benefit of stakeholders (ISACA)

Q No 45: Topic No 230: NIST FRAMEWORK
• The Computer Security Resource Center (CSRC) website guides users to NIST 
resources
on computer, cyber, and information security and privacy.
• Its content includes publications, projects, research, news and events from the
NIST
Information Technology Laboratory's (ITL) two security divisions

Q No 46: Types of Changes:

Standard changes are changes to a service or to the IT infrastructure where the implementation
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process and the risks are known upfront.

Normal Changes
• Those that must go through the change process before being approved and implemented.
If they are determined to be high-risk, a change advisory board must decide whether they
will be implemented.

Emergency Changes
• Arise when an unexpected error or threat occurs, such as when a flaw in the infrastructure
related to services needs to be addressed immediately. 

Q No 47: Topic No 243: PROJECT MANAGEMENT FOR INFOSEC: PART 1
• PART 1:
– Importance Of Project Management For Information Security
• CYBER SECURITY CHALLENGES:
– Reactive
– Superficial
– Contention
– Box-Approach
– Governance-Overkill

Q No 48: Topic No 254: CYBER SECURITY MATURITY MATRIX

I. FOUNDATION,   II. FUNDAMENTALS,  III. HARDENED, IV. PROTECTED, V. MONITORED,  VI. 

SECURED

I. FOUNDATION
Edge FW With Fiateriig
Actie Directory (WS/S)
Liceised Eiterprise AV (WS/S)
Liceised Wiidows OS (WS/S) Or Opei Source

: RED TEAM PENETRATION TESTINo
• Red tenm nid baue tenm
• Atnck & de eise simuantoi
• Coitiuousay fid hoaes ii security de eises
• Uicoier security iuaiernbiaites be ore hnckers expaoit them

• What does security validation mean?
– To coifrm iin waik-through of system or device thnt the security coitroas
impaemeited by ni IT tenm hnie actuaiiy been impiemented correctiy

• Who implements the security controls?
– Uider the Security Trnis ormntoi Modea, security coitroas nre impaemeited by

I. the IT tenms

II. Who conducts security validation?
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Security coitroas nre inaidnted by INFORMATION SECURITY TEAM or by THIRD PARTY 

coisuatnit  oaaowiig the priicipae o  segregntoi o  duty.

Q No 49: Why do we need to validate security controls?
– To check the compieteness o  the coitroas
– To check the correctness o  the coitroas
– As ni oiernaa assurance

Q No 50: Types of security testing:
– Vuaiernbiaity nssessmeit (VA)
– Peietrntoi testig (PT)
– Other security tests through inrious nutomnted tooas
– Code reiiew (iiitnted ii test eiiiroimeit)

Q No 51:What is security accreditation?
– Accreditntoi is the  ormna ncceptnice o  the ndequncy o  the system’s
oiernaa security by the mningemeit (SANS)
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Q No 52: Topic No 267: Embedding Info Sec Lifecycle into SDLC ( Yeh pora topic 
important hai)
• The systems development life-cycle (SDLC) should embed the Information Security
Activities forming a sec-SDLC (secure SDLC)
• Software Assurance Maturity Model (SAMM) developed by OWASP
• A guide to building security into software development

Q No 53: Topic No 270: Embedding Info Sec In to Project Management

• PMIs five phases of project management:
– Initiate
– Plan
– Executing
– Controlling
– Closing

Q No 54: Topic No 272: Different Types Of Security Assessments
• Vulnerability assessment
• Penetration test
• Audits
• White box/grey box/ black box assessments
• Risk assessment
• Threat assessment
• Bug bounty
• Red team

Q No 55: Topic No 278: Benefits Of The Security Transformation
• Key Benefts:– Preieitoi o  ntncks– Preieitoi o   rnud & pia ernge– A reainbae & robust IT setu
• Impact of atacks:  –   Loss o  mnrket goodwiaa–    Loss o  customer coifdeice
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–   Reguantory fies,     aegna coisequeices
• Preventon Of Fraud & Piiferage:
– Ai efectie Ii ormntoi Security Progrnm mnkes it hnrder to coiduct  rnud, nbuse,
or misuse without getig detected
– Coitroas ii busiiess process
– Audits
• A Reiiabie & Robust IT Setup:– Busiiess coitiuity & DR– Reduidnicy–   Bnckups–   Cnpncity 
mningemeit   – Chnige mningemeit

Whnt nre Fiie steps ii busiiess coitiuity pani mningemeit. 

Types o  ietwork reduidnicy.

Q No 56: Whnt nre objectie o  nppayiig  Cryptogrnphy ( See topic io 218)
Topic No 218: ISO27001:2013 Coitroas Appeidix; Pnrt 5 Ii this moduae aets aook nt ISO27001:2013 
(ISMS) reanted to cryptogrnphy, nid physicna & eiiiroimeitna security.
A.10.1 CRYPTOoRAPHIC CONTROLS
 A.10.1.1 POLICY ON THE USE OF CRYPTOGRAPHIC CONTROLS 
A.10.1.2 KEY MANAGEMENT
A.10.1.2 KEY MANAGEMENT Coitroa: A poaicy oi the use, protectoi nid ai etme o  cryptogrnphic keys 
shnaa be deieaoped nid impaemeited through their whoae ai ecycae.

Q No 57: Coitroa ns per ISO27001e 

Which type shouad use nssest iiieitory aoig
: Depaoy ni nutomnted nsset iiieitory discoiery tooa nid use it to buiad n preaimiinry iiieitory o  
systems coiiected to ni orgniizntoi’s pubaic nid priinte ietwork
Mniitnii ni nsset iiieitory o  naa systems coiiected to the ietwork nid the ietwork deiices 
themseaies, recordiig nt aenst the ietwork nddresses, mnchiie inme(s), purpose o  ench system, ni 
nsset owier respoisibae  or ench deiice…

Q No 58::Write the inme per orm ncttiites ii coitroa inaidntoi processe

Ais:The nctiites iiioaie ii coitroa inaidntoi nre typicnaay re erred ns n “Coitroa testig” or “Security 
coitroa nssessmeit”
Meitoi the inme o  inaid sectoi henaiig ii the nppeidix isms
Types stored ii nssests iiieitory just inmes

Q No 59: Which nctoi n rise mningemeit support o  security trnis ormntoi
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Ais: Topic No 281: Actois To Rnise Mningemeit Support • Whnt cni you do i  your orgniizntoina 
mningemeit is iot supportig  or the Ii ormntoi Security Trnis ormntoi Progrnme n) Uiderstnid the
orgniizntoina busiiess requiremeits nid poteitna impnct b) Uiderstnid reguantois & sector best-
prnctces c) Einaunte the security posture d) Assess the exteit o  work nid resources required e) Preseit
your report

Q No 60: Aiswer the  oaaowiig with respect to iuaiernbiaity.

Q; Which tenm hnie primnry owiership

Ais: Ii ormntoi security tenm

Q:  which tenm tests the pntches ii eiiiroimeite

Ais:  IT ops tenm

Q No 61: Sigiifcnice o  iuaiernbiaity mningemeit ii trnis ormntoi modeae ( Ais  rom 

chnt gpt)

Vulnerability management is crucial in a security transformation model because it 
helps identify, assess, and prioritize potential weaknesses in an organization's 
systems, allowing proactive measures to be taken to prevent cyberattacks and 
safeguard sensitive data


